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A. Guidelines for e-Cert (Server) Applicant

After receipt and approval of an e-Cert (Server) application, Hongkong Post Certification
Authority will send an e-mail with subject Submission of Certificate Signing Request (CSR)
to request the Authorized Representative to submit the CSR at the Hongkong Post CA website.

This user guide is for reference by applicants of e-Cert (Server) in generating their key pair
and Certificate Signing Request (CSR) using Microsoft Exchange Server 2010. The CSR
containing the public key will then be submitted to Hongkong Post Certification Authority for

certificate signing.

If you lose the private key after the certificate is issued, you will be unable to install or use
the certificate. Therefore, it is strongly recommended that you should backup the private key
before the submission of the Certificate Signing Request (CSR) and after the installation
of the server certificate. To learn the backup and restore procedures of the private key,

please follow the instructions as described in the following sections:

F.  Backing up the Private KeY .......ccccoiiiriiiiiiiiieiicceeeee ettt e
G.  Restoring the Private Key ........ccceiiiiiiiiiiiieeee ettt
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New and Renew Application

If this is the first time you apply for e-Cert (Server), please follow the instructions as described
in the following sections for a new or renew application for e-Cert (Server):

B.  Generating Certificate Signing Request (CSR)......cooviiiiiiiiiiiiiiiiecieeieee e

O

Submitting Certificate Signing Request (CSR)........cooiieiiiiieiiieieeieeeeeie e
D. Installing Sub CA /Cross CertifiCate ...........cceeruirriiirieeiieiieeriie ettt ettt
Removing the old Sub CA Certificate (if applicable) ........cccceevieeiiiniiniiiiiieeeeee e
Installing Sub CA / Cross CertifiCate ...........cceeviieiiieriieiieiieeieeeie et ens
Installing Authority Revocation List (ARL) ...cccoieiiiiiiiiiiiiiciieeeeee e

Installing Server CertifiCate .......couiiiieriieiieeiiecie ettt ettt e et eeseeeebeessaeeebeennneens
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B. Generating Certificate Signing Request (CSR)

1  Start the Exchange Management Console by selecting Start, All Programs,

Microsoft Exchange Server 2010, and then Exchange Management

Console.

2 In Exchange Management Console, click + next to Microsoft

Exchange On-Premises to expand the list of services.

3 Select Server Configuration, and then select New Exchange Certificate (in the

right side of the screen).

renew the certificate.

as new application for e-Cert (Server).

Note : For renew of e-Cert (Server) application, please do not click “Renew” option to

Please click “Create Certificate Request” as the same procedures

Exchange Managermnent Console
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4  Enter a friendly name to identify this certificate (e.g. Hong Kong Post e-cert), and then click
Next.

l New Exchange Cerlihcste

5

3 Introduction ::""0"‘-"::"‘"" :
X s wazatd wall halp pou 1o detesinmne vt Ty of Gasldicaties: pon ress] 1o yous
BiDLmat Sadpe applications to behave corechy.
o Ezm;m Before you continues, we tecommend that gou read these documesres about Exchange
Sarver aetvicns and corlifcate eosrements

. Completion

I IHong Korg Pozt e-cerf I

’ -

Heip I ¢ Rk ] I Mot 5 I Cancel I

5 Inthe Domain Scope section,

|

M Introduction Domain Scope

P | Entes o parsvd doonain harae belaw i you would loe 1o appdy ez cobhicate ta all itz
B3 Domain Scope s domang autormahcaly uzing widcact: | Fex &z usetul whers yous seant o adid
Sdsdomar e bul dont veand 1o updals an st caltdcals

New Exchange Certificate

— Eiganizarion and
3 i
ocz-). B [¥ Ensbis wildced cantificate
— Ceithoate '
S Conligutato Root domae for wikdcard [tor example, contoso.com o “.cortozo.com

I Conetion [ruzerver.com

~

Hulp < Back ”_N:;T_] Carcsl I

= Ifyour CSR is for a wildcard certificate, select Enable wildcard certificate, enter the
root domain name for your wildcard certificate, and then click Next. And directly

follow step 6.
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Note: Please make sure that root domain for wildcard is filled with Server Name
with Wildcard (both the names with or without wildcard component, i.e. the asterisk

“®’are acceptable).

If your CSR is not for a wildcard certificate (both Normal and Multi-domain feature),
click Next without selecting anything, and follow the 5.1 and 5.2.

5.1 In the Exchange Configuration section, select the services then click Next:

Note: You need to know exactly how your server is configured to select the services
you need to run, e.g. Client Access server (Outlook Web App). This example is a

multi-domain server certificate.

Note: For application of e-Cert (Server) with Chinese Domain Name

Option 1: please input the domain name with “Server name used as Subject Name in the
Certificate” being filled in the application form.

Option 2: please use IDN conversion tool to convert Chinese Domain Name into ASCII
characters and input the converted name in the domain name field.

New Exchange Certificate

Bl Inboducksn Exchange Configuration
3 Use thiz page to descrbe vour Microsoft Exchange configuration and domain infasmation. |f

1 Domain Scope the wizard does not automaticaly provide this infoimation, you can enter it voursel.
O g?nhﬁgzglon ‘1§§ Federated Sharing ¥
[7] Cestificate Domaine = Client Access server {Outlook Web App) A
% E,g:,;za‘;m and IV Ltiook ¥/eb App 15 on the Intianet

Ocl .'m Doman name you use to access Outlook Web App internally:
(3 g;‘%ﬁﬁim v myserves.com
[ Completion V. Outiaok Web App is on the Intemet

Domain name you use to access Outlook Web App [example: mail contosn.coml

I\'JW‘N.WSGI vey2.com

= Cient Access server (Web Services, Outlook Arywhere, and Autodiscaver) ¥
22 Client Access server (POP{IMAP) v
1= Unified Messaaing server v
i Hub Transport server v

«

S| Legacy Exchange Server

Help l Reses < Back J Nest > Carcel l
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5.2 Select the common name (Server name), click Set as common name, and

then click Next. (The bold name means the one set as common name)

-

. New Exchange Certificate

“,g’_\g

P Inttoduciion Certificate Domains

2 Review the list of domaing that wil be addad to this certificate.
[ Domain Scops

n Emhange. q’}Md Ec. I O Set as cammor hame I
Confngwatuon ; Domain Name e
[ Certificate Domains WWW._myserver.com _
= Organization and W, TYSETVETZ, Com
~ Location
- Certificate
~ Configuration
! Completion

Help I ¢ Back I Next > Cancel l

NOTE: For application of e-Cert (Server) with Multi-domain feature or EV e-Cert
(Server) with “Multi-domain” feature, please set the common name as Server name

as Subject Name in the Certificate being filled inthe application form.
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6 Complete your organization’s name and your organizational unit, select HK (Hong
Kong S.A.R.) for the Country/Region. Type Hong Kong for both State/province and
City/locality, and then enter a file name and path for the certificate request, and then
click Next.

Note: Please make sure that Hong Kong S.A.R. is in the Country/Region field.

g‘ New Exchange Certificate
)
M Introduction Organization and Location
. Use this page to enter the name of yow crganization, organizational unit, location, and
B Domain Scope certificatz request fie path.
Exchange S
- Configuration 0'95"2"“?"- _
1 Cedificate Domains fMy Organization
o Organization and Organization unit
Locstion : -
{My Drganization Linit
— Cestificate 2 =
= Configuration Leesion
[J Completion Countiy/region:
[HongKong SAR. o ~]
| Cityflocality:
IHong Kong

State/province!

[Hono Kong

Centificate Request File Path
Specily the name of the request file in the text box below. Lse the Browse button to select

the folder where you want the request fils to be created. The name must end with the
extension "req'.

{C:h\certreq it e

Help < Back Next > Cancel I
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7 Check the detail information and click New.

=

[ introduction
1 Domsin Scope

py Erchangs
Configuiation

I Cerificate Domans

m Orgenization and
Locabon

o Cerificate.
Configuiation

1} Completion

Help

New Exchange Certificate

| Certificate Configuration

I he wezard val vz the conliguration bekow. Cick New o contines,

Configuration Summarg:

_x Hong Kong Post e«cert A
FrierdlyName: Hong Kaong Post e-cert
SubjectName CaHK S<"Heong Kong” L="Hang Kong™,0<" %y
Drganization 0L <My Organization Unit"” CNemwas. myzeiver com
Domainhame: wias mpzeiver com W mpserves2 com
PrivatefieyExpoctable True
KeySize 2048

T wore file S

Wiile Binary stream irko the file Tihcertreg.ixt’

T Capy e contanks of this pags. pass ETHLAE: /

cBack |[ New | caesl |

8 Click Finish to complete the procedure.

BN

I Introduction

2 Coman Scope

n Enchange
Configuration

) Cerificats Domaing

- Organization and
Location
Cerlifcate
Configuration

) Completion

Hébl

New Exchange Certificate

Completion

The wizard completed successfully. Click Firish to close this wizard

Elapsed time: 000007

Summany: 2 ker{z) 2 succeeded, 0 faled,

"4l Honig ko Post e-catt & corpeted A o

2
Exchange Management Shell command completed:

New-ExchangeCentficzte -FriendiName 'Hong Kang Post e-cerl’
-GensateRequest PrivatelepExportatle $ne KeySize '2048' SubjeciN ame
‘C=HK,S="Hang Kong' ' L="Hong Kong” 8="My Organization” 0L ="My
Orgarszation Urit! CN=www. mpserver. com' -DomsnN ame

v mysETyer com', Wi myseryen2. com' -Sesver WIN-RTPPEQ2NZE

Elapzed Time: 0200:01
T e fle

Excharge Management Shell command completed: S
\Wiite binarg stream into the fils 'Chcertreg bit',

Step 1; Based on the infermaticns you provided. you must use & Unified
Communicaticns cechficate. Plosse oot the cerdificate from a cesthoation authonty.

Step 2 Use the Complets Perding Request wizard to map the cerlificats 1o the
ceftficate request created on the sever

Step 3 Azsign the Exchange sendces to the certficate using the Acsign Senices to
Cesbhicate wizard. '

To copy the contents of this page, prase CTRLAT,
e | Firds Gl
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C. Submitting Certificate Signing Request (CSR)

1. Click on the hyperlink in the e-mail with subject “Submission of Certificate
Signing Request (CSR)” sent from Hongkong Post Certification Authority to

access the Hongkong Post CA web site.

S * B Submission of Certificate Signing Request (CSR) - Message (HTML) T m -0
MESSAGE
& €Reply EL [T whereabouts ] Y @ S MerkUnread i a’%} L) Q @
aReply All GS~  |E3 To Manager - B Categorize~ -
&, - Delete = Z|  Move Chinese  Translate Zoom  Insights
o &} Forward B~ | =] Team Email *lUCT EP- P FollowUpr  Conversionw  + R+
Delete Respond Quick Steps 5 Move Tags w Editing Zoom

Tue 25-Jun-19 10:29 AM

CA Enquiry <enquiry@ecert.gov.hk>
Submission of Certificate Signing Request (CSR)
To M Yeung Cheng

(If you are not able to read this e-mail in Chinese, please select "View" on the toolbar and change the Character Coding to "Unicode, UTE-
8")

XX.XX.2019

Dear XXXXXX,

Submission of Certificate Signing Request (CSR)

We are pleased to inform you that your application / renewal application for Hongkong Post e-Cert (Server) certificate has been approved.
The PIN Envelope has been passed to you by hand at the juncture of submission of the application, or delivered to you by registered mail.
You may then use the PIN Envelope to submit the Certificate Si; Request (CSR) to us for further essing at
https://www.eCert.gov.hk/hk /h 7 lish&ch I=WEB&certC: =S

[case note the procedures 1or SUDMISSION O icate SIgning Request or & erver) wi Card " feature or ' Mult-
domain” feature are the same as submission of CSR for e-Cert (Server). Please only submit the Server Name with "Wildcard” or Server name
use as Subject Name in the Certificate as in for i . For more details about submission of CSR,

please refer to e-Cert (Server) User Guide.

Please note that starting from 1 July 2019, Sub CA “Hongkong Post e-Cert SSL CA 3 — 177 of Root CA3 will be used for the issuance of all
types of e-Cert (Server) (including e-Cert (Server), e-Cert (Server) with "Wildcard" feature and e-Cert (Server) with "Multi-domain” feature).

Please install this new Root CA and Sub CA certificate in your server before the installation of e-Cert (Server). For more details, please refer

to e-Cert (Server) User Guide.

2. Type the “Server Name”, the “Reference Number” (9-digit) as shown on the cover
of the PIN Envelope and the “e-Cert PIN” (16-digit) as shown inside the PIN

Envelope, and then click “Submit”.

The solution for e-Security

< Hongkong Poste-Cert
FHBRRFRE

Submission of Certificate Signing Request (CSR) - e-Cert (Server)

The personal data you provided in this form will be used by Hongkong Post and its operator of e-Cert services for provision of e-Cert services to you. Information we
collected about you will not be disclosed by us to any other party in a form that would identify you unless it is permitted or authorised by law. It is voluntary for you to
supply to us your personal data. Failure to provide related data may affect the processing of your application. Under the Personal Data (Privacy) Ordinance, you have a
right to request access to or correction of the data about you being held by us. If you wish to do so, please complete the Data Access Request Form (Pos736) or
Personal Data Correction Request Form (Pos736A) and return it to any post office or send it to our Personal Data Privacy Officer by e-mail or by post. The Data Access
Request Form and Personal Data Correction Request Form are also available at all post offices

Server Particulars :

Server Name www.ecert.gov.hk

e-Cert PIN Envelope information :

Reference Number 018628282 |
(Shown on the cover of the PIN Envelope, 9-digit)
e-Cert PIN e .

(No need to input the space within the 16-digit PIN)

Submit | | Clear |

Please note that starting from 1 May 2025 new Sub CA certificates will be used to issue e-Cert (Server).
To ensure a smooth transition. please:

1. Remove the old Sub CA certificate from your server. if applicable
2 Download and install the new Sub CA certificate. “Effacti
3. Install your e-Cert (Server) which are issued on or after 1 May 2025
Eor more details, please refer to o-Cert (Server) User Guide
Old Sub C. i ithut EKU f ” 5 2026

.20257)

7 © | Important Notices | Privacy Policy
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3. Click “Confirm” to confirm the application information. (If the information is

incorrect, please contact Hongkong Post Certification Authority by email to
enquiry(@eCert.gov.hk.)

> ) \
(‘//Ulll,'/\‘mlg/'u\la'cel’t The solution for e-Security
HFHBRT TR

FEE® Biias : s
Submission of Certificate Signing Request (CSR) - e-Cert (Server)
AAA
Subscriber Details
Server Name : www.ecert. gov.hk
ﬁ Additional Server Name(s) : www1 ecert.govhk
D 3
CERTIZEN Number of Additional Server(s) : 1
T T Organisation Name : Hong Kong SAR Government
HERTTHEBA
o Branch Name : HKPO-Business Development Branch
g Pt L
it = Business Registration No. :
e Certificate of Incorporation No. / Certificate of Registration No. :
Other Registration Document : HKPO-BDB
War WAI-AA Information of the centificate to be generated
2,0 Type of Certificate : e-Cert (Server) with "Multi-domain” Feature
Subscription Period : 1-year

This page is to confirm the application data. If the above information is correct, please click "Confirm” to proceed

You may opt to get the e-Cert (Server) containing the organisation name and branch name in *Chinese by clicking “Confirm Opt with Chinese"
button to proceed

Confirm | | Reject | | Back | | Confirm Opt with Chinese |
*For Chinese domain application, please make sure the Chinese characters are correct

2007 © | Important Notices | Privacy Policy

Note: If English and Chinese organisation name and/or branch name have
been provided at the application form, in order to generate e-Cert (Server)
with Chinese organisation name at Subject O field, click the button
"Confirm Opt with Chinese" to proceed.
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4. (With effect from 15 March 2026 and for non-Government B/D subscribers
only) Choose your desired Domain Control Validation (DCV) method from the
list of applicable methods to your e-Cert (Server) and follow on-screen
instructions to proceed. Once you confirm, the system will automatically verify

and confirm your control over the domain name(s) of your e-Cert (Server). You

will be allowed to submit your CSR if the DCV process is successful.

(Please note that only applicable methods to your e-Cert (Server) type will be

shown for selection.)

A. For “Website Change” DCV method, download the Validation File
“fileauth.txt” and upload the file to the designated location on your website for
EACH domain name of your e-Cert (Server). Once the file is uploaded and
publicly accessible, click “Confirm” to proceed. Please note that this method

P
e Hongkong Poste-Cert
SHBRVTEN

The solution for e-Security

Submission of Certificate Signing Request (CSR) - e-Cert (Server)

Domain Control Validation (DCV) method : | Website Change (recommended) v |

1. Download the Validation File:
Download the Validation File (fileauth.txt) containing the Validation Code

2. Upload the Validation File to your web server:
Upload the file to the designated location of your website for EACH domain name of your e-Cert (Server). The file should
be accessible at either of the following URLs

« hitp//[domain name}/ well pki-validati ot
« https:/[domain name})/.well I-validati txt
3. Verify the File:

Once the file is uploaded, please ensure it is publicly accessible by visiting either of the URLSs in your browser. You should
see the content of the Validation File

4. Confirmation:

After verifying the file is accessible, please click Confirm to proceed. You may come back to this page at a later time to
complete the process, but please complete the process within 30 days. Otherwise, you will need to complete the process
with a new Validation File

| Confirm | | Back |

2007 © | Important Notices | Privacy Policy
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B. For “DNS Change” DCV method, add a DNS TXT record that includes the
Validation Code for EACH domain name of your e-Cert (Server). Once the

The solution for e-Security

>
< Hongkong Poste-Cert
FHBRTFRR

Submission of Certificate Signing Request (CSR) - e-Cert (Server)

Domain Control Validation (DCV) method : | DNS Change (recommended)  v|

Instructions:
1.Add a DNS record:
Add a DNS TXT record for EACH domain name of your e-Cert (Server)

Record Type: TXT

Host: [domain name]

Value: [Validation Code] | Copy Validation Code |
TTL: 3600

2. Verify the DNS Record:
Ensure the DNS record is publicly resolvable.

3. Confirmation:

Once the record is added and publicly resolvable, please click Confirm to proceed. You may come back to this page at a
later time to complete the DCV process, but please complete the process within 30 days. Otherwise, you will need to
complete the process using a new Validation Code.

| Confirm | | Back |

2007 © | Important Notices | Privacy Policy

C. For “Constructed E-mail” DCV method, choose one of the designated e-mail
addresses and click “Send Validation Code”. Once you have received the e-
mail, enter the Validation Code in the web page and click “Confirm” to
proceed. Please note that this method is NOT applicable to e-Cert (Server) with

"Multi-domain" feature.

The solution for e-Security

P
e Hongkong Poste-Cert
SHBRRT R

Submission of Certificate Signing Request (CSR) - e-Cert (Server)

Domain Control Validation (DCV) method : | Constructed E-mail v|

Instructions:
1. Receive the Validation Code:
Select a designated e-mail address to receive the Validation Code.

[admin v| @ [ [domain name] v| | Send Validation Code |

2. Confirmation:
Validation Code: | |

Enter the Validation Code, then click Confirm to proceed

| Confim | | Back |

2007 © | Important Notices | Privacy Policy
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5.

G Hongkong Poste-Cert
SHBRRFHRE

CERT

SANARINENRINAN

\:u,@wm
sawa

(g prase Selvermg e
som mam

6.

>
< Hongkong Poste-Cert
HFHBPRV TR

1ZEN

Open the Certificate Signing Request (CSR) that you previously generated in Part
B Step 2 with a text editor (e.g. Notepad) and copy the entire content including the
lines "-----BEGIN NEW CERTIFICATE REQUEST-----" and "-----END NEW
CERTIFICATE REQUEST-----". Paste the content to the text box, and then click

“Submit”.

The solution for e-Security

Submission of Certificate Signing Request (CSR) - e-Cert (Server)

Please paste the Certificate Signing Request (base64 encoded PKCS#10) into the following box and press “Submit” to continue.
EGIN CERTIFICATE REQUEST----- al
MIICrjCCAZYCAQAWKDELMAKGAIUEBhMCSESXGTAXBgNVBAMMEHA3dyS1Y2VydCSn
b3YuaGawggEiMAOGCSQGSIb3DQEBAQUAA4S IBDWAWGGEKACIBAQDm+FkQOtMNwhoc
9303uf1D/GwuMh2NEK4826uJBnPULGhWXCI+HREB/hJPXtCIAO) vt 22JUUI3CAXL
1Lb7FCh+alw+pgivACNHIaUehOL DiwlidHembT4uZYYekKyWdzdIPQgR1izZx3
Bv6ls) 6yKEWKVRXY42ydfZPNFLnJIXLyo6dcYgb)cQrQ80mOIMSL1yIE2eW3 35KV
86qyw42wQVmBbpiKn6UEPCk2cmOFkohP+t60£Z6y2YBOSQFKKVDRTCE5ZIdpThMF
OcU2ReaTInpR4YE4umdngKoGel2El XdamxV/YA357263CnOXFFQloIHLO
ASSTE1HVAQMBAAGQQTA/BgkqhkiGow0OBCQ4xMIAWMC4GA1UAEQQNMCWCEHA3dy 51
Y2VydCSnb3YuaGuCEXd3dzEuZWN1cnQuZ292LmhrMAOGCSYG: 3DQEBCWUARA4IB
AQDk8+MiQ4rXihgP241cGrwilsAbZPmdX%e5bvr70Dbuvl]Si5A1axWrV0aQx41i
£JJQPXuT/2TWEJBrT2FBsHSZCIbWS/ 2HB1Q) ILV+8GRhEBIeImEKu+wseoGCVRZS
10x8cLsXtOLpOsJrIzelrxQDFKIpJFr4ROQ1IUJIIULITQZEIW+IBqIUBYItJe2Xx4vC
/3VEKMIwXMVWPhekchU/Z9rAXCxHBOLx3C) Ter42rDmaNDItMS7PpJE/ 7JRDX Lyb v
C33UPMU7EBK1+V+561SDZhWEQN/yZ£2dF+EyIbBC5167uaoXJIcibrwapSWQvo3s

| Submit | | Back |

2007 © | Important Notices | Privacy Policy

Click “Accept” to confirm acceptance of the certificate.

The solution for e-Security

Submission of Certificate Signing Request (CSR) - e-Cert (Server)

The following is the information of this certificate:-

Subscriber Details

Server Name :

Additional Server Name(s) :
Organization Name :
Branch Name :

Business Registration No. :

Other Registration Document :
The following is the system d infe i
Subscriber Reference Number :

Type of Certificate :

Issued by :

Certificate Serial Number :

Validity Period :

2007 © | Important Notices | Privacy Policy

Page 14

Certificate of Incorporation No. / Certificate of Registration No. :

(Note:- Your personal data collected by Hongkong Post will be used for p

www.ecert gov.hk

www1.ecert govhk

Hong Kong SAR Government
HKPO-Business Development Branch

HKPO-BDB

0003294413

Hongkong Post e-Cert (Server)

Hongkong Post e-Cert SSL CA3 - 17

45 16 9d 08 95 af 56 f3 d0 b5 a8 02 7d 98 8e 44 76 d1 c7 1f
05/01/2026 - 23/07/2026 (199 days)

For Chinese domain application, please make sure the Chinese characters are correct.

Please click "Accept” to confirm acceptance of this certificate. Otherwise, please click "Reject” and state the reasons for rejecting the certificate.

You have the right of access and correction with respect

ing your e-Cert
to personal data as provided for in the Personal Data (Privacy) Ordinance.)
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s
Ce Hongkong Poste-Cert

7. Click to download the Hongkong Post e-Cert (Server)

The solution for e-Security

SHBRR TR

FMEEEEE

Submission of Certificate Signing Request (CSR) - e-Cert (Server)
You may now:-

1. Download the "Hongkong Post e-Cert (Server)" certificate
2. Download the Hongkong Post CA Root Certificates
3. Download the e-Cert (Server) User Guide

Reminder

refer to the news announcement

2007 © | Important Notices | Privacy Policy

Note:

1.

You can also download your e-Cert (Server) from the Search and Download
Certificate web page.

https://www.ecert.gov.hk/en/sc/index.html
Install the Sub CA "Hongkong Post e-Cert SSL CA 3 - 17" issued by Root CA3.

Click the following link to download.:

http://wwwl.ecert.gov.hk/root/ecert _ssl_ca_3-17 pem.crt

Install the cross-certificate "Hongkong Post Root CA 3" issued by
“GlobalSign Root CA - R3”. Click the following link to download:
hitp.//wwwl.ecert.gov.hk/root/root_ca_3 x_gsca r3_pem.crt

Install the Sub CA "Hongkong Post e-Cert EV SSL CA 3 - 17" issued by Root
CA3. Click the following link to download:

http://'wwwl.ecert.gov.hk/root/ecert ev ssl ca 3-17 pem.crt

Install the cross-certificate "Hongkong Post Root CA 3" issued by
“GlobalSign Root CA - R3”. Click the following link to download.:
http://wwwl.ecert.gov.hk/root/root_ca_3_x_gsca_r3_pem.crt
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To ensure the accessibility of your websites/servers by the older versions of mobile/desktop devices not yet preloaded with Root CA3 after
expiry of Root CA1, please install the "Hongkong Post Root CA 3 (cross-certificate 2022)" to your websites/servers. For details, please



https://www.ecert.gov.hk/en/sc/index.html
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D. Installing Sub CA /Cross Certificate

1. Start Microsoft Management Console (MMC) by clicking Start > Run,
type mme and click OK, and then select Add/Remove Snap-in from the

File menu.

= Consolel - [Console Root]

M=) g3
S—
S Bla Acicn Yew  Fawortes  Window  Hep | 181 x|
| e =
- s PR
There are no Itams t show n ks vew,
AdoiResnove Snap-in, . Qo5 Ifove Actons »

3 Conmnlel sawe-20131003
4 ClWhdowsisystemazidsa

Exk

i Exchange Management consnb‘\
2 C\windows, . AServerManagar N
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2. Select Certificate in Available snap-in then Click Add.

Add or Remove Snap-ins

You can seleck snap-ing for this console from Ehose available on your computer and configure the salscted set of snap-ins. For
extensile snap-ins, you can configure which extensions are enabled,

Available snap-ns: Selected snap-ins:
Saap-n [ vendor - [ Consaie Root Edk Extensions.,. |
j;Active Drectory Do.,.  Microsoft Cor...
E3% Ackive Directory Ske.., Microscft Cor... REp7e |
| Active Direttory Use... Microsoft Cer...
~ " Activey Corkrol Microsoft Cor... = e L ]
2 ADSI Edit Microsoft Cor ..
Z3authorization Mariager Microsaft Cer... Mibve Dow I
= Certificates Microscft Cor ... Add > J
o Companent Ser Microscft Cor ...
%chmkef Managem.., [Mcroscét Cor...
- Details Templates £d... Microsoft Cor...
goew:e Manager Microsoft Cor.,. /
=% Disk Managemenrs Microsoft and. ..
= DNS Microsoft Cor...
E Event Yiewer Microseét Cor... X Advanced...

Description:

The Certificates snap-in allows you to brawse the contents of the certificete stares for vourse¥, a service, or a computer,

| OK I Carxel

3. Select Computer account, and then click Next.

Certificates snap-in B3

This shap-in will always manage certificates for:

" My user account
7~~~ x L

I ¢ Computer account

“

¢-Hack

Z

I MNest > I

Cancel |
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4. Select Local computer, and then click Finish, and then click OK.

selectComputer |

Select the computer you want this snap-in to manage.

This snap-in will always manage:

I s Local computer, [the computer this consale is running on) I
" Another computer: I A Blovses

I &llow the selected computer to be changed when launching from the command line.  This
only applies if you save the console,

< Back l Finish I Cancel
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The following uses the “Hongkong Post e-Cert SSL CA 3 - 17 Sub CA certificate as example.

Note: Starting from 1 May 2025, new Sub CA certificates will be used to issue e-Cert
(Server). When installing an e-Cert (Server) issued on or after 1 May 2025, please
first remove the old Sub CA certificate, if applicable, and then install the new Sub

CA certificate on your server.

Removing the old Sub CA Certificate (if applicable

Expand the “Intermediate Certification Authorities” and select “Certificates”, right click the old

[ File Action View Favorites Window Help

o9 2@ 0 cE HE
- Console Root
v Gl Certificates (Local Computer)
Personal
Trusted Root Certification Authorities
| Enterprise Trust
v Intermediate Certification Authorities
Certificate Revocation List
Tusted Publishers
Untrusted Certificates
°| Third-Party Root Certification Authorities
Trusted People
Client Authentication Issuers
Preview Build Roots
Test Roots
Other People
| €SIM Certification Authorities
Homegroup Machine Certificates
Local NonRemovable Certificates
OEM eSIM Certification Authorities
| Passpoint Trusted Roots
Remote Desktop
Certificate Enroliment Requests
| Smart Card Trusted Roots

Trusted Devices
| Windows Live ID Token Issuer
WindowsServerUpdateServices

Trusted Packaged App Installation Authorit

Issued To

E5IDigiCert Assured ID CA-1
L4)DigiCert High Assurance Code Signing CA-1
LI DigiCert SHA2 Assured ID Code Signing CA
[52] DigiCert SHA Assured ID Timestamping CA
E4IDigiCert Trusted G4 Code Signing RSA4096 SH...
| 5)DigiCert Trusted G4 RSA4096 SHA256 TimeSta...

Issued By

DigiCert Assured ID Root CA
DigiCert High Assurance EV Root CA
DigiCert Assured ID Root CA
DigiCert Assured ID Root CA
DigiCert Trusted Root G4

DigiCert Trusted Root G4

i
|5iHongkong Post e-Cert SSL CA3 - 17

o IFX-KEYID-CE77153B6E110CA4AE2971A09851EF...

glMicrosoft TPM Root Certificate Authority 2014
E5IMicrosoft Windows Hardware Compatibility

Click “Yes” to delete.

| Certificates that are issued by this CA or any lower level CA

will no longer be trusted.

Do you wish to delete this certificate?

Hongkong Post Root CA 3

Microsoft TPM Root Certificate Authority 2014
Microsoft TPM Root Certificate Authority 2014
Microsoft Root Authority

Open
Al Tasks
Cut
Copy

Properties

Help
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“Hongkong Post e-Cert SSL CA3 - 17” and select “Delete”.

Actions
Certificates. -
More Actions »


https://www.ecert.gov.hk/product/download/root/index.html#RootCA3
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5.

Expand the Certificates (Local Computer) node,

The following uses the “Hongkong Post e-Cert SSL CA 3 -17” Sub CA certificate as example.

then right-click the

Intermediate Certification Authorities and then select All Tasks > Import.

fie Ao Ve  Hep
e niio=4 @m
W Goaficwm - Cumertthes || Goged Te
__':--MM = al CYLONO00 LCC Canficatien fe.
1 ertedt "0:" ason STOM000 RIA Cattication du
+ & m-mmcuzmh{ lﬁom::mv’u:“
3 Canticme Rasccation Ul = o) OFTRY
R L DgiCen SHAD Sexire Sorvis CA

afhign Crpancatian Velatat
Sexure Catifione A

3 7 ! gmg ot e Cert CA L - W
1 Centicae Exrstiment Regee! | L) Henghong Pont »-Cant CA 1 - 15

Isaes By

AddTnat Lsemal CA fce
ATt Eteod CA Rpar
COMODO RSA Centication Asth,
COMDDO RSE Cenicatien Asth..
DraiCent Glabal Reun €2

%) hoot Certfrcation Astharty .
USERTeunt 354 Canthication Asth.

<8 DI €«
TAEMTE 200 e Can Be prrfm ed on the e

Smat Cord Trsterd Boets | [Ditdonghong Frot e-Lact CA L 17

Y/ 1oagkong Sort e Cart 9 CA . Mangksng Pat Boat CA S
[ Honghnag Post Race CA 1 Hangiang Past Boor €4 1

| CHom ghomy Post Pace CA 2 Hsoghd i) Poi Foot C4
S Honghong Post Reea T2 3 Haoghang Pos Feor C4 |
LelHonghong Port Rect €A Herguang Past feer €4 )
o Henghong Part Tnsle Cos C4 . Harghong Past Tral Bost CA
St ghong frt Tnale-Cam CA . Hargkzng Pest Tral Roct CAT
Moagkong Frmt Tuale-Com CA . Mangiang Payt Trel Roct CA2
V0t s Encrppt Agmnoony X3 5T Koot CA X
T Woorn TTLSCAT Etemare CyberTiut Rooe
Moo TTLSTA S Batwree Cyber Tount Foot
Lo/ Micranot Secure Sevves CA D01 Micresalt Raet Cotifione Autharl
o\ W shray My - M h Ract athonty
yiNetam Schutions Caslvate A AddInnt Btend CARec

| ifoct Agency Bzt Sgeecy
£ Tructiuia TLY MSA CA Dygicert Cistut Rast CA
T3 TnmteaSacuns Casticate Aigh . LSERTauct 358 Confication Asth.
JTWOL Gobs Recr €4 TOCA ROot Comiicmon Authaiiy
CYUSER Tt 755 Cottcntion A AGSTrust Exterrial CA Root
Ll Veritign Class 3 Code Segrong 2. YoriSaps Clans § Pabbe Prmary Ce.

Intervded Purpases
Ak

'

Server Auhvesticn .
Sarves Ausheeticats .
Al

Al

Server Aushenticats
Server Aughertcats .
Al

<af»

<Al

“Al»

Ak

TS

“Als

ARs

“Als

<&b»

T

Al

ARs

vAls

Als

“Ale

Senver Auhenticati
Server Auhestion .
Al

Code lgrarg W
Servar Authestacats .
Als

Sevver Aughertats
Sener Authection)
AR

Al

Chert Asttereice.

P

Friewdy ane =
AMarer
Hzrar
<Ngne>
e
“Menes
“Menes
MNenas
“hzras
“Hgrer
<Ngres
<Moo
Meoer
“Manes
“Nenes
*Hermr
“Ngrar
<Porer
<>
“Neoss
et
“Mznes
" Mzrme
Mzres
AN
<Naow>
<Nt
M
“Hhzres
flzrmr
“Mzrar
“Nznes
“Msoms
<M
Manes
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6. Inthe Certificate Import Wizard, click Next to continue.

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
‘connections. A certificate store is the system area where certificates are kept,

Store Location
(@ Current User

() Local Machine

To continue, click Next.
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7. Click Browse to locate the Hongkong Post e-Cert SSL CA 3 - 17 certificate that
you downloaded in Part C Step 7 (ecert ssl ca 3-17 pem.crt), and then click
Next.

File to Import
Spedify the file you want to import.

C:\ecert_ssl_ca_3-17_pem.crt ‘

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS %12 (.PFX,.P12)

Cryphog_raphic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (.SST)
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8. Select Place all certificates in the following store, and choose Intermediate
Certification Authorities, click Next.

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(® Place all certificates in the following store

I| Intermedate Certiﬁcauon Authorities | Browse...

9.  Click Finish to close the wizard.

Completing the Certificate Import Wizard

The cartificate wil be moorted after you cick P,

You heve spectied the folomng settrgs: -
¥ date Coritfication Auth
| Contertt Certiicate

Pl Nerre Cieoert 5% _ca_3-17_pem.oi
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10. Click OK to complete.

The Hongkong Post e-Cert SSL CA 3 - 17 should now have been imported to the Intermediate

o The import was successful.

Certification Authorities > Certificates.

|| File Action View Help

leo | aF & =X

= HE

5 Certificates - Current User
1+ |1 Personal

-

Issued To

Issued By

Expiration Date

Intended Purposes  *

20-Feb-24
03-May-31
035-Dec-32
05-Dec-32

<All>
<All>
<All>
<All>

5 GlobalSign Organization Validation CA - SHA... GlobalSign Root CA

5] Go Daddy Secure Certificate Authority - G2 Go Daddy Root Certificate Author...
[5) Government Root Certification Authority Government Root Certification A...
5] Government Root Certification Authority

i || Trusted Root Certification Au
» || Enterprise Trust
| Intermediate Certification Au

| Certificate Revocation Lis Government Root Certification A...

| Certificates

» || Active Directory User S

“] Trusted Publishers

“| Untrusted Certificates

|| Third-Party Root Certificatior
» || Trusted People
| 1 Client Authentication Issuers
|+ |1 Other People

[ ] MSIEHistoryJournal
» || Certificate Enrollment Reque:
I 1 Smart Card Trusted Roots

[5IHongkong Post e-Cert CA1- 10
Poste-Cert CA1-15

CHongkong Post ROOT CA
[Z/Hongkong Post Root CA 2
[5i/Hongkong Post Root CA 3
[5/Hongkong Post Root CA 3
[Z3/Hengkong Post Trial e-Cert CA 1-10
[=:]Hongkong Post Trial e-Cert CA 1- 15
5JHongkong Post Trial e-Cert CA2- 17
[5lLet's Encrypt Authority X3

Hongkong Post Root CA 1
Hongkong Post Root CA 1

Haongkong Post Root CA 3
Hongkong Post Roof CA
HongkonggPost Root CA 2
HongkondPost Root CA 1
HongkondiPost Root CA 3
HongkonglPost Trial Root CA 1
Hongkonglpost Trial Root CA 1
Hongkong Post Trial Root CA 2
DST Root CA X3

15-May-23
15-May-23

-May-
05-Sep-40
15-May-23
03-Jun-42
08-Apr-23
08-Apr-23
02-Jun-32
18-Mar-21

<All>
<All>

54 Hongkong Post e-Cert SSL CA 3 - 17

s/ Microsoft Secure Server CA 2011
5] Microsoft Windows Hardware Compatibility
53/ Network Selutions Certificate Authority
[5JRoot Agency

] TrustAsia TLS RSA CA

5] Trusted Secure Certificate Authority 5

5] TWCA Global Root CA

Hongkong Post Root CA 3 03-Jun-32
Microsoft Root Certificate Authori...
Microsoft Root Authority

AddTrust External CA Root

Root Agency

DigiCert Global Root CA

USERTrust RSA Certification Auth..,
TWCA Root Certification Authority
[ USERTrust RSA Certification Authority AddTrust External CA Root

[5: VeriSign Class 3 Code Signing 2010 CA VeriSign Class 3 Public Primary Ce... 08-Feb-20
lwww.verisign.com/CPS Incorp.by Ref. LIABIL... Class 3 Public Primary Certificatio... 25-Oct-16
< >« >

<All>

Cede Signing, Win...
Server Authenticati.
<All>

Server Authenticati..
Server Authenticati..
<All>

<All>

Client Authenticati....
Server Authenticati..

31-Dec-02
30-May-20
01-Jan-40
08-Dec-27
10-Sep-24
28-Oct-30
30-May-20

Intermediate Certification Authorities store contains 36 certificates.

Figure 1: Hongkong Post e-Cert SSL CA 3 - 17 certificate has been successfully installed

Repeat step 5 to step 10 for installation of cross-cert (root ca 3 x gsca r3 pem.crt) which was
downloaded in Section C step 7.
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Installing Authority Rev ion List (ARL

11. Download the Hongkong Post Authority Revocation List (ARL) at:
http://crll.eCert.gov.hk/crl/RootCA3ARL.crl

12. Expand the Certificates (Local Computer) node, then right-click choose the
Intermediate Certification Authorities, and then select All Tasks >Import.

P

Fls  Acthen  View  Hep
e zifojziBm
o Contheater - Oyt U Object Type
B Fumaal L Centfions Pavocmnen List
Trustes foot Certficeton Au -
< Centhicmn
$ BtpeTon
« X rbamatiste Coml =<2 5=
Comticate faey P10 Centficites. l
| Conticotms | gk b Fnd Ot
Lctive Dieactony Ut 1
Tiustes Fi&laherss Voew . mpot.
Urtrumez Cartdcs h
~ Thoed-Party Roca © X
Trutes Pecphe Bypotla.
Dt Aumhentioan
Other Fecple
MSEHmerpoustel
Conleste Envsbyrmmt Regue
T Seant Cand Trusted Boars - ||
. >
Cartaea action that can be pofaimed on (he kem
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13. Inthe Certificate Import Wizard, click Next to continue.

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is @ confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept,

Store Location
(@ Current User

() Local Machine

To continue, dlick Next.

Cancel |

14. Click Browse to locate the Hongkong Post Authority Revocation List (ARL)
that you downloaded before in Step 11 (RootCA3ARL.crl), and then click Next.
(Tip: choose All Files)

T S v THaPC » Local Tisk{C3 v @ | | Semch Locel Bk (G
Organaze = Mew foidey =
B Downloads o Namye ) Date rmodfied Type Saw
2. Recent ploces MS0Cache Df-Map BT AM  File falde
CneDnveTermp - Jun- 29 001 AN File foider
& OneDrive « Cartizen b Perflogy 2 Moy-13 1522 P,.,  Filmlaider
b Program Fies B dun W28 0 Eile fuides
o3 Homegroup 4 Program Files (:35) 1S Map- 190009 File falder
ProgiamDets 00-Jan-15 TLITAM  File bulkder
1 This 2C 4 =an O Map 18 28PN File foidee
. Daktop b Temp M- lun I8 T0 PN Fle faldes
} Bocuments & Users T Aug- B4R File fside
# Downioads i Windows 10 Age 18 1147 AN Fiig uiider
B Music & ampp 2 Aug- 13 R AM  File foider
= Pictures Iyl wcert sl co_3-17 peman 20-Jun-19 W53 AN Sacunfty Tentificate i
4 shered (18834010 5 rece_ca 3 pemicat - Jum H4 1S3 AM  Security Centificars ik
B Videot = ET ¢ 1 ot 20 Jyn 28 VG5 AN Secunty Centificate i KD
B Local Disk {C) IIj EnetCAIARL ¢1f 20-Jun U BELPM  Canmlitale Rewecs 158
v L WiodowsSEGUIEMI 02 15 Ape I8 1 LILAM  TT2Eie A58
Fie nemne v I,mﬁmr.')
|_Spen |

Page 26



e-Cert (Server) User Guide — Microsoft Exchange Server 2010

File to Import.
Spedify the file you want to import.

Iﬁlename:
n e | | DIOWSE,..

Note: More than one certificate can be stored in file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P
Cryptographic Message Syntax Standard- PKCS #7 Certi
Microsoft Serialized Certificate Store (.SST)

15. Select Place all certificates in the following store and choose Intermediate
Certification Authorities, click Next.

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
@ Place all certificates in the following store:

‘ Intermediate Certification Authorities i| [ Browise...
| |
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16. Click Finish to close the wizard.

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specdified the following settings:

(SN PR Y Intermediate Certification Authorities
Certificate Revocation List
C:\RootCA3ARL.crl

—_—T [ Einish | [ Cancel

17. Click OK to complete.

o The import was successful,
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The ARL should now have been imported to the
Authorities > Certificate Revocation List.

Fle Gcvon Vs Help

& a0 5 En

Intermediate

Certification

¥ Catfictes - Corrent Law ol By Eecrer Dine et Upaele

Perne

1] Henghkang Past Bece CA 4 He we-18 20-Dac- 73
Truntad Poct Canfication &

Lrtwpres Trun

Loty e
Actrow Drwctary Lvse Obgact
Trusted Putdahen
Mrisested Cotifumes
Theez-Daty Koot Comdxcation
Tized Pesgh
Qire

arhcabon i
St Peopie
MSE sty ioummal

Issued By

»

Effective Date Next Update

%] Hongkong Post Root CA 3, Ho...  20-Dec-18 20-Dec-18

Zryvy Yo

Figure 3: Hongkong Post Authority Revocation List (ARL) certificate has been successfully installed
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Installing Server Certificate

1. In Exchange Management Console, sclect Server Configuration by expanding the
Microsoft Exchange On-Premises. Click the certificate you added before and choose

Complete Pending Request from the right side of the window.

8 £xchange Management Console

Fie o Hel
es2imlH=
« "5193“T_‘£ i 5 Eerver Configuration LTS | Adtions
£ 55 Prrosoft Sxchangs OrFrevisss v 17 AT A e
) Crgonaak or Segaboa ¥ Sz e Server Lonhguration
B 5 Saew Cafueativn - Trev . Moy Cobigudion Coman Cokoler,
T Mabex Newe 2 [ Rats vt —
B oot acesss LownRrrcane: P Teansort, ol duc, o e 1400 (B 639.21) o Tewtlit,
G B Taepo e N
S Urfed Messagg
= i~
i & Recpen: Soefcuraton G Refied
T o i %
A ——
o WIN-R7PPEQZNZE2 fobjects: | WINRHRBQINED
2 Parace Chem dozass 2ol
Exchzoy Ceet foanos 3
=+ FaseboTrarsootRoe
Raa + |=tsae (5w S : ;
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# wpoe Cxsrarge Cerfras
Tre corbiiae s s "o ©
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Yt Conplee PandrgReguest. I
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a | il ||

2.

downloaded in Part C Step 7, click Complete.

3 tntroduction
L Complation

Complete Pending Request

Introduction

This wizard wil help you 1o import 3 cestficate issued from the cestification authority o pour
Exchange server. Bedore the mpon ocoars, e certficate wil be mapoed to the cestficate

equest that already oxists on the sever

Select a carihcate to map o this cecbhcate regusst:

Click Browse to locate the Hongkong Post e-Cert (Server) certificate that you
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3. Click Finish to complete the installation.

bt 3 Complete Pending Request

I Inroduction ‘ Completion
B Complet | The wzard completed successiuly. Click Fiésh to cicee this sweard.
it Elapsed bme; 00:00:05
Summany: 2 temiz]. 2 succeeded, O faled
| :n Read file '@ Coonpiched A

‘ Exchange Managemen: Shell command completed:
Read binary stream from the file
'C:AUsers\administiatorh D esktophost 0000821 792 cer.
Elapsed Time: 00 0000
(o) CECLO000821792. cer @ coplerad - &

Exchange Managemert Shell command completed:
Impor-ExchangeCetiicate Server "WIN-R7PPEG2N2E2 -FileData '<Binar Datay!

Elapsed Time; 00 06 04

To copy tha corents of this page, press CTRLC. /
Hoo | ceek [ Femn | eanee |
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4. Hongkong Post e-Cert (Server) certificate has been successfully installed. You can
check the detail information by double-clicking the certificate.

i Ao e b .
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= #t Exchangs On i ) —
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. s::.mmwm * Ensures the identey of & revote computer
Tl o Proves your cheraily i o renols coryser
* L1ALALI0N0.LTL
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"
e
x|
oo
’ . | )
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F. Backing up the Private Key

1. In Exchange Management Console, choose the certificate that you intend to export,

and then click Export Exchange Certificate.

ﬁ Exchange Management Console
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J-: it Bicass ﬁsjuaﬂ:waqa‘uz&z Hab Tronspart, Clenk e, | = Baortusr...
3 Hun Tinsport Yiews »
Ze UnfefMassacing
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i Toobox Vel
« |  —————————
3 Sood WIN-RIPPEQZNZER
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I o @ Manage Clagrostic Logoing Propertes. .,
) o} Entsr Freduct Key...
i Heng Kong Fost e-cart e ~—c
BiMicroscht Eschange n [ewExdhangs Carificats. .,
% Micrasot Exchange U H Inporl Exchange Certificae. .,
Propertics
sNoosocould aatbodicotauad
% Expoet Fchange Cotfirare. ..
-‘\U A&ngn ;.l’lltf.s !E tE'!lKF!C.“
_n Renew Exchangs Certfizate..
X Rervova s
i | ] | — || 8 omen o
Fanage Giagrastc Logong Properies. . [ [
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2.

Specify the name of the file you intend to export, and type in the password. Then
click Export. (By default, the file will be saved with a .PFX extension.)

i‘% Export Exchange Certificate

B lntoduztion Introduction

s 7o Thizwizand vak halo you to 2xport a ceetificate with the camempending piivas key 1o afila.
= Comglstion Vous are requited to enier  passward fo protect the peivate kep

=2

|EaUssissadmiesiisicr Documents\hackupkey Browsn.,,
Erample: Chzetiicaes\poaitply

Passwoid
l;tooi

v

Heo | e e

3.

Click Finish. Hongkong Post e-Cert (Server) has been successful exported.

i‘% Export Exchange Certificate

1 lntoduzticn Comgletion
T Comstetin The wezard complated successidl. Cick Finkhto closa the weard.
RO DBY Elapsed time: 00:02:00
Summans: 2 iterrfs) 2 succeaded. O faled
-3% @ Conplaled. 2

Exchange Managerant Shell command corple
E:poll{m‘*mge(:erthcate Server WINS ?PPEQZ‘QE 2 Thumbpint
'E1403459F EQ3CO20EFIF2EITTFEA2263 31 6B4FF 1" -Passvnard
‘Spstem Secunly SecuaSinng’ -Eneybncoded

Elzpsed Time: 0000100
_, wrie fle @ sorokied. A

Exchange Management Shell cormand corpieted
\Wiite binary streaminka the flz 'T:\Ussa\ddmmistiatot D ccumentasbackuphkey.pls’

Elzpsad Time 202000

T copy the contenls of 1hie page, peass CTRLAC /

Hep l ¢ Bazk I Firich Caon l
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G. Restoring the Private Key

1 In Exchange Management Console, choose Import Exchange Certificate under Server
Configuration.

ﬁ' Exchange Management Consale

Fls  Acton Yew Help

w2 HE
L) Maosclt Exchange § ‘Server Configuration
= LU xrasa™ Excharge OnPramisas (v e
01«2 Cromnzaton Corfiguration ¥ reate Fiter
F 3 Seresr Configueaiion - : ‘Macky Carfiguration Doman Cantraler...
B S Hae_~ [Rae \
[ EWINRTPFEQZIGES  Hub Tramspert, Clert Ace,.. | | L Expartiit.,
e »
i) i Refresh
Hely
4 ] i
= TR, 3 WIN-RIPPEQZNZE2
; - 4 abjects .
B WIN-RIPRERNCES : = Manage Clenk Accaszs Rob
Exthangs Ceptficates I 2+ Mznage Fub Trarspot Rela
v~ sdisif| )
?5 Fdem i‘ fdznnge Ciagroste Lagone Properbes. ..
7 Tooe || 5 Enter Product Key...
icrescft Exchengs Tre — .
i Micresoht Exchangs True -
B Imacet Exchange CertFicams, |
Properties
el
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2 Select the private key you intend to import, and type in the password. Then, click Next.

=
f_[; Import Exchange Certificate
R

) lnhoduztion ' Introduction

= This vazaid vk hebo yeu tompot a caitificabs with a vaid privabe Kep e youl Exchanes
S SolmtSaven | oo Yourust enve the passweed of th prival ko for 3 aubcasi oot

= :5';,3‘;3;"""9* Sebact Ihe i name to mpctt = cemblicate and the pavale key:

- Complafinn [C\Usmis\Admisliaicd Deskiopibackupkey. pit Browss...
Evampls: O Acertlicaiesbmporl plx

Pazeaoid
[eoee

/

Hep CBak ” Mow'y l Concal I

3  Select Servers and click Next.

= 18
f ¥ Import Exchange Certificate
8
B Intioductizn Select Servers
Tz wizard vak help you to mpoit te specilizd centficate to mubiple secvees
[ Selsct Servers

Select zapvers you sant to mpoll Bie specihed cesifeate o

Impeit Exchangs
~ Caiicote Fadd... |
- Comglaticn Nama_~ [ Rok |

a WINRZPFEAZN2ER Hub Transport. Chent &ceess —

Hep | <Bak [ Mew> Cancal
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4 Check the detail and click Import.

Import Exchange Certificate
B Intioduction Import Exchange Cerhificate
B Solort Srviat The wazard il use the conligurabon below, Click Impart to contirue.
v
Irport Exchanps Corfiguraiion Sumenaiy:
a Ceilificate 2 >
(I Completion e e 2]

Read tinaw stieam from the fils 'C:AU ears\bdminizialor\Daskiophbacrupkey.pix.

3 WIN-RFEPEGRNZE? A

Pazsword Spstem Secunty SecweSting
FrivalekeExpotzble $hus

Ta copy the cantents of thes page. press CTRL+C /

Hep | <Bok [ mpet | Comcel |

5  Click Finish and Hongkong Post e-Cert (Server) certificate has been successfully

restored.
q

%" Import Exchange Certificate

Sl a
B3 Intraduction '~ Completion

The wizaed completed succeasfuly. Chok Finizh to clos this wzaed,

[ Sehect Seivers Elzpsad lime: 00.00:00

Impcet Exchange ; )
N CAtheats Summary. 2bamfzl 2 succeadad, 0faled
I Compietion | Reaifik & cinletad A

Exchangs Management Shel comimand completed:
Fead binary 2tream from the fle T Y ears\Adminisirator\D eskiop\backupiey. of.

Elzpzad Time: C0-03:00
3 WIN-RTFPEQRNZE2 @ congletad 2
! Exchangs Management Shel command completed.
| Irpeoa-ExchangeCatificate -Seiver \WIN-RTPFEQZNZEZ FleData '<Binay Datas'
Pazsmord ‘Svzem Security.SecuraSting -PivaielayEsportable frue

Elapzad Time: 00-00:00

To copythe contents of tis page, piess CTRLAC

Heb | czih, [ Feeh | caen |
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