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A. BTIER ([ARE) HiIFAES

AU EAZAE LR TE R AR B RS (RS HEE, SHERERUNR K
i &4 “Submission of Certificate Signing Request (CSR)” FIFRHE, ZIRIRIZAL
AR BIF I IBBUZIENL IR K 3552 5C CSR.

KM IEFE AR SFE R TR (AR HiE AT Apache W U a] it
i B AE RN B R REAIE A5 ZR (CSRM TP IR . A7 AL CSR K hig
A2 B Fr M MR BUZAE Lo LM P25

Wi PP R G RN, BOANRE LB . Kb 5E 2 A ]
T TIRZIEHAZEER(CSR) BT A 3T &4 -

=
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B. FEAIEHEEER(CSR)

1. AHAPFREMEHKE OpenSSL BRI “openssl” 2 FFE ™ A BT 25
T REFNIE P28 BR (CSR) UMAEZHE . TN alfal iras A FAE R 78
HREESA AR, A CLHE NS5 A B fa s 1 FE &S0

TR AL T 84724 — 1 H AES-256 %] 2048
K TCH) RSA %51 B (myserver.key). R~ o0 N SN 250D

JEE: DT 2048 1770 KT BTG ELE K GEFEEE IR Z TR/ HR AT 2048
17 TCH P GE-S AL I A F78 EEDEFE L E 7 2048 17 TC I E 2L,
MITTFELEE T R FE S

VER: IR R . 2GRS Apache KA

j‘
it BA X EHo

openssl genrsa —aes256 -out myserver.key 2048

2. THIURFFRIALLT 8 2 H IR HIE ) %08 & (myserver.key) 7= 4 —AMIE
P B TR (CSR)(myserver.cst)o LR 4N 1T,

openssl req —new —-key myserver.key —-out myserver.csr

MIEAPRCLT X509 IEF BN, ERIALLT BERL:

J@ iR v 5
Country W “HK” HK
State or Province i\ “Hong Kong” Hong Kong
Locality i\ “Hong Kong” Hong Kong
Organization TPV i My Organization
Organizational Unit % <Enter> F7%
Common Name o N AR i 24 B WWW.myserver.com
Email Address % <Enter> B 7%

BN 2 W42 2 N\ HoAh )& PE (B challenge password A optional
company name). 1% <Enter> ¥ EM18 %,

=
w


http://www.myserver.com/
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JER: EHIRT [ Common Name | —fH# A IEHHT & i fa fR 7% 2 # K
/Country Name | —JF#IA [HK /s

JEE: HHEHE FUE (R “ZERT B ML uE T ()
&) “ZBR” g [Common Name | —fFH, A5 H 15715 11 15
GH [HTEE Tl 15E R E BRI 5 ) H R & il iR 7% 5 FF -
7 | Ul 153155 IR 75 2 FR ], G 7 74 il 1535 22
K(CSR) L FEHIGA , BrrBHEZ PR RGBT, SR 1
KRG A )5S

HHIEHE T (k) WK . g [Common Name | —fFH,
TN G g Z R P B S [ BB 0 7l 7R s 5 7 #a
BRI 1R 755 TR (1R 45 5 B R 22 3 17 i CA 95 3 B 77 |+ | I8 47) -
AIA1 - * myserver.com .
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VERE A E TR 5 BT HE Tl 5 (iR ) - 15 1/ [ v
FRFEH LR X135 R F el ASCHL 770, FTF ] LU B S5 —
WA FEBITHIE R o

335 BHE
www. 3 1 ] ik %% .com www.xn--3pqw802pk43espw.com

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.
Country Name (2 letter code) [AU]:HK
State or Province Name (full name) [Some-State]
Locality Name (eg, city) []:
Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Oreganizational Unit Name (eg. section) [1:
.Common Name (e.g. server FQDN or YOUR name) []:www.xn--3pqw8o2pk43espw.com
Email Address |[]:

Please enter the following 'extra' attributes

to be sent with your certificate request
A challenge password []:
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C. BIIEPHZZER(CSR)

1. EFRBHCBZIUENL R K H FE BN “Submission of Certificate Signing
Request (CSR)” I FLHB PN 4% — T I 45 LU 4 22 T s M BUZAIE LR 1)
RR] 32

HS G+ ¥ = Submission of Certificate Signing Request (CSR) - Message (HTML) 2 @ - OfX
L Messace
& QReply [FL | [Wl whereabouts ¥ i~ S¥MarkUnread 4] Translate to Simplified Chinese a"@ #H Q @
x
G Reply All G5~ |3 To Manager [+ B i Categorize 8 Translate to Traditional Chinese -
8. - Delete = 2 Move ° = Translate Zoom  Insights
S © Forward i~ Team Email % . [EP- I>FollowUp~ & Chinese Conversion & [
Delete Respond Quick Steps. i Move Tags i Chinese Conversion Editing Zoom ~

| Tue25/6/1910:29 AM

CA Enquiry <enquiry@ecert.gov.hk>
| Il submission of Certificate Signing Request (CSR)

To Ml Yeung Cheng

HEOEE =
RRRERERR

BEHSEHERH TR R ARARA R, MRBAREM

https-//www.eCert.gov. / A 7 I=WEB&certC: =S I

BEXETEE (ARSE) "BAR R SER - BEREE R PRNETEE (ARE) z BFFFER PR, RARK—K
ERFENFRETOETEE ARSI WA FETE ST IRAENARELBELSNANRENRED BTHBER) - AMEX &

WHEE, M2019F 7 A1 AR, ETEE RS AHESTEE RS . STEE (RN BAR REFEE (RS SR )M
HARIFEE CA3 M) P4 E "Hongkong Post e-Cert SSL CA 3 - 17" HIH. ERHETEE (MRS 29, BAZRUFORER DS
BETAMNARSL. BMEE BoMETES (A RS,

52017 5 9 A 7 B2, EHHEHEFHIINETEE LML ETREMMEERENGE. FHRSHZEEEERE 4412 4.

WEE, B2010F 281 A2, BTEE (IRD UHAMNSHDAHER. SRANERRSETES (IRD), SEITENEY
BRETEE (RS LRSI ORSEAEE. B RiEET BT (RS, B 1 EEFEREN AR, ERE
HAGTB(EEIPIA 16 f1RTR. EULERIFIE 16 BN EA LR T BE (AR 2 .

AEN, HHE 2921 6633 HEHZE enquiy@eCert gov hke
!
EEETZEME

2. ARG AFR]S BT B RS B [ 275 9 5 U B S BN T Y
{53 P9 I FUE TS BRI/ A8y, AR 3R]

The solution for e-Security

>
< Hongkong Poste-Cert
FHBRVF R

RX TEHEEER - BFEE (FARN)

{PELPRARBFUARNEA RS » SEBBRATF RN ZEERAAEAMEAEFASRENER - MIFMFRARAZATHXAREFNE  FURNTEER
LREIRE DA - B ARBIRNEE « (RREMRATHEARS  2REMEE - ORERHANEE  TEIEERBENEFREPH - | (BARS (I
[3) %60 FANERNERFEBRERFAMRNEARS - NRTFEIXELEE  WAR (FFRREBRER) (Pos736) X (MEMARSERER) (Pos736A) » 7
EREEF-MBREAFTIESEBRWARCSLEES - (SHARERES) A (REMARESERERE) TINESBRRM

fEmREae :
oL E A www.ecert.gov.hk
BFESEMEHAY
SEER |018564144
(ENRSEEERTE £ 5 NAOBF)
e L LAY [rmmasion: ]

x| [ |
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3. AR INEE TR . (WA TR A IE®, 7 R
enquiry@eCert.gov.hk BEZE MR EBUZAENL K. )

>

Qlﬁmgknnglh»/a-Cen The solution for e-Security
C SHBRETER
FEE~EE
vy % (ESNEER -BFEE (MRS
BiRABE
AR & M www.ecert.gov.hk
@ ISR Hong Kong SAR Government
CERTIZEN EBRTREBA
IR RS SN DETEBPIR HKPO-Business Development Branch
HFRBH
unghons Post R :
e REEHDEY | ADRITINA -
R HAE RO : HKO:808
ANFRANRFRENEE
REWE WFRE (1ARH8)
Biem : 15

STRALIERIAI » 0L EREVER » IRRFTIO :
RSB FIRE AT B XIS » EFIDIER R ©

(e | (e | [saEEn | [wemmex |
BRI B © WL TTERE + R RETRE -

2007 © | MEET | SREEM

VEE: 2T Tl R LIRHE TR P SRR
PSP, WIEER H— KT G R AP £ B T I TR
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4. (H20264 3 A 15 HEA%, BERTIEBREIRAN ENE
AT &R U (RIARES) AR Sk (DCV) JrikAiE #rik
BB I, RS TRt TR e . BilE, RG0R
B S BE IS SR TR (A ARES ) & AL
R DCV BT, LR AT LASEAE CSR.

CIFIER, RAR A&/ TR T Uk 15 (filRas) KR A%
HEZ VAP 7. )

A, ke RS2 | WIS EE M 3 E (DCV) J5i%, 18 FEERIER &
“fileauth.txt”, JfRH BRI HFIEH (RARES) ATt & KAk
EZp S VAN IR IO =DiX VA= R oty = E =PI RN =F SUIR/A R ER =
[N gksE. WiER, WA AEH TR IR (k) "l
FIRR”

>
<& Hongkong Poste-Cert
SEBRRTRE

RX TEHEEER -BFEE (ARS)

RASREFMR (OCV) 5k - [T W) v

1. FRERER :
THOFBRMHWRILRK (fleauth.tx)

2. HRRIRIER EWEC NN MR
HRELGINENRTRE (FER) FOSHSMEESNRORLE ERRNN - BRRRITIBAUTE—SIEFNR -

« http /18 ). well-known/pki-validation/fileauth txt
« https /i) well i txt

3. AR

LIRS MR USARNREERE-FMAERE RS ET AMFR o CRETTLUEIMIRRRAMBIEE -
4.8

WRMROTARGT G » 81 (L) MR o (SEILUN @B NI AR (DCV) 127 » BRBATEI0RAT
o TR CREEHNNENNTRBIRERT

| mie | | E@LR |
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B. Wikd [MIKZAR ARG | MIEHIRIE (DCV) Jrik, HAER
TR (fAlflds) BT & i S48 0 5 S0 IR RS ) DNS TXT
0K Wi DNS LR IFW IR AIFMENT S, 4% [HRIA] 4REL,

. . —
8[/42r1glxlll:gl’r:\16-cen The solution for e-Security
HFHBRT TR

lfl:[\i]@“ B TERREER, -BFES (RS

AZSIRIR (DCV) Fik [FEBWMARES (G2 v
) s

CERTIZEN s

BANERIUBNNZEER 1. #7148 DNS ici

WACHEFRE (KRB FOANSEEETNDNS TXT 122 -

-z
Ho

nghong Post

HMA : TXT

M ()

A © [8IREN)| MR |
TTL : 3600

2. 6% DNS i :
(R DNS iR T 2BMMIT o

3. iR :

Wik DNS SCURICEREBPTABANHT {8 » AR (SWAD) M - CETLARYIEIRE I AU IZNIRIR (DCV) 12/F » BB
EIOXRAFRA « R CREMW IR FER IR IRIT

|mz | [g@tm |

2007 © | MR | PREER

C. fnikde TRy MIEEHIGIE (DCV) J7i%, W IEFRERHE T
WA ahl, RJEH [RGRRAENS | o BT ikfE s, EM T
NBUERY, SRFE4% [N 4k, 1EVER, MU EANE T ik
5 (falfas) “ 23R,

he sol f - i
(-D/hmg/.m;g/me-cm The solution for e-Security

HHEBREFRE
?A-A@E]-. BX TEREEER) - SFEE (AR
RPN (DCV) 73 © (mEmg v
CERT@ZEN T
1. SRR ©

I ENE T B AR KRB -

[admin v| @ (] v| | @izwms |

2. MR
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5. HSCTF9miBAR(EIan: AT B FET A RUE A E R (CSR) 2
HI4EE N A @HE  “--—-BEGIN NEW CERTIFICATE REQUEST-----"
J¢  “--—--END NEW CERTIFICATE REQUEST--—-" . FE ¥ A A

7w RafERR].

The solution for e-Security

>
<& Hongkong Poste-Cert
HFHEBRTVFER

RE TEREERER) -BFEE (FARS)

ML TERBEER (Certificate Signing Request, CSR) (Biflbaset4 MIBAIPKCS#10) MTFEEISHEA » WIR[HEZT]REN -

————— BEGIN CERTIFICATE REQUEST----—- Py
@ MIICmzCCAYMCAQAWKDELMAKGA1UEBhMCSEsxGTAXBg! Hd3dy51Y2VydCSn
CERTIZEN D3YuaG 1MAOGCSqGSID3DQEBAQUAAS IBDWAWGGEKACIBAQCIR] aSYnPSCN1Z
v . erGydMz/1W1V1CN/+PI+qBTqR4m4 fAZHOMZDAtOEMKFPpzavnVv/UZ8eSHIHe 6W

GhL1750WwdULl9D4WwALa0mIhvlrNxo)EuAlwDuvva+CY1MEDXSWSQunJ11XBmuNm
2LACCéHo+0VbeRyDOWgyOvoRWhd8toMDnBIJsv7Q/ oWNSRQIZBGCsHSQiaqocTZK
9UX4MOS90MS/hR7ASPRSGEpLX1gRxyDFEbur YH30AS3DNuzS0YyUXh/STx/XxUa
qwqvadhSsSE49yztRmln3zomeVikoDjliljyWgo824aIlx3yDFYnOTMgHiINGM1FOX
r6STeXDEAGMBARGGLIAsBgkghkiGSwOBCQ4xHzAIMBGA1UAEQQUMBKCEHA3dyS1
¥2VydCSnb3YuaGswDQYJKoZ IThveRAQELBQADGGEBARIS3TX1J7MLNAVZHP1pT+9Y
2gSc4TE2qyN: gYZY6/240/1geJ6xNPYBDXTANQBEOdN160L£dK8KZmZnKg/dS
7SE7JINhuYx: [do) TODIuSzBkwDkrZPhkVU+ROEA&+JPET1sx/41M0UBudRERY
0/ZxXgHlaT! £RBOJ}1zFPW1SS8ddSKNSzrk37TuRé+71J2k4ATEXTRehGySWbst
U)ITV4s10tEkIEIRU78A/0232U1DUyxs0b3HE1RCKXbMUIS/ k) alx53GEStwenty v
W3iNOPelNJdH7y]zzTyrvMBEECDVLKEK7+75a445rx1pA2Sy1bZ43yzTE9whdCYA=

|tox | |sELR |

2007 © | MR | FAREER

6. f7 [FER] MIAREZILIED -

The solution for e-Security

>
< Hongkong Poste-Cert
FHBRT TR

R TEHEEER - BFEE (FARN)

MFARNRFREANEE : -

HEHH

MRS : www.ecert gov.hk

L Hong Kong SAR Government
DTEPIRR HKPO-Business Development Branch
R ITIR

ARIFMIMESE / AWK :

AR : HKPO-BDB

HihAH (BERBRIZNAMARES)

BiRAS TR :

nEm Hongkong Post Trial e-Cert {Server)

T Soum : Hongkong Post Trial e-Cert SSL CA3 - 17
mEm 45b9 30 00 2d 44 89 87 4c 74 c4 88 35 4b d1 92 08 b8 6¢ 20
MERKREN: 13/01/2026 - 31/07/2026 (1998)

WERE AR SRR T TERE » SR FAER RN

RRER RIS LIS AR EEBERIRERT S BAMONT RS ATRAR -

(£E : FRBREMENBARE > REMRRIFHTFREORTE © GRRRSTEARE (W8 ERHNE » RRENREEROEARE -
| w2 | | Fme

2007 © | MR | FAREE
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7. % Hongkong Post e-Cert (Server)ilE 15 .

=
e Hongkong Poste-Cert
FHPRUFER

=E
?A.A.E]@. B IESERER -TFEE (RS
{RIRFILL

;? 1. F# "Hongkong Post e-Cert (Server)" i§#
CERTISEN 2. THEBBRILRIS
3. FTHEFESR (MRS BAEE

#T
AEFRERFRFEECAINE A B/ RAEE TRABECA MR AKEEANMERKREFEE (FR\) s9495/FARES - TAMEE
TE(RPIBYHEIS/{E1AR 23 2% "Hongkong Post Root CA 3 (XX IBE 2022) " HEMBMAS -

2007 © | BT | RSN

y

R
1. B LM PEFZR FEF BT FERE T Tul 15 (iR7)D -
https:/www.ecert.gov.hk/tc/sc/index sc.html

2. LREHIRITUE TS Root CA3 2 HTH28F 1% "Hongkong Post e-Cert SSL CA
3-17" TFHEHEH 27T

http./www l.ecert.gov.hk/root/ecert ssl ca 3-17 pem.crt

L HIIRIFIIE TS GlobalSien Root CA - R3 4 H9%E X tiF 13 "Hongkong Post Root
CA 3"

FHEH D27 F
http./www l.ecert.cov.hk/root/root ca 3 x gsca 13 pem.crt

3 LREHRITUE TS Root CA3 K& HIH 4 il 1% "Hongkong Post e-Cert EV SSL
CA3-17" F#HHMbH47T:

http/www l.ecert.gov.hk/root/ecert ev ssl ca 3-17 pem.crt
LFEHIRIF I T3 GlobalSign Root CA - R3 #4938 X i 13 "Hongkong Post Root
CA 3",

F#EH G40 T
http/www l.ecert. gov.hk/root/root ca 3 x gsca r3 pem.crt

A
-
=


https://www.ecert.gov.hk/tc/sc/index_sc.html
http://www1.ecert.gov.hk/root/ecert_ssl_ca_3-17_pem.crt
http://www1.ecert.gov.hk/root/root_ca_3_x_gsca_r3_pem.crt
http://www1.ecert.gov.hk/root/ecert_ev_ssl_ca_3-17_pem.crt
http://www1.ecert.gov.hk/root/root_ca_3_x_gsca_r3_pem.crt
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D. ZRAFIRSHES

I.

Re 51T+ B &R IR 1 AR A% & T C BRI IR 7 N EI =Mk
PRIEEHIE N5 Apache fIRAFHIHKA . IREAFRG, HRBAE
REAHIANE . )

Bian:
a) ZH P 4KE+H “Hongkong Post e-Cert SSL CA 3 - 177 25 & I B T-IF
B (AR -

/usr/local/apache/conf/ssl.key/myserver.key
/usr/local/apache/conf/ssl.crt/cert0000812104.cer
/usr/local/apache/conf/ssl.crt/ecert ssl ca 3-17 pem.crt
/usr/local/apache/conf/ssl.crt/root ca 3 x gsca r3 pem.crt

b) 23 TR 4kiF S “Hongkong Post e-Cert EV SSL CA 3 - 177 2 K (I FEf#H
IEEFIES (R -

/usr/local/apache/conf/ssl.key/myserver.key
/usr/local/apache/conf/ssl.crt/cert0000812104.cer
/usr/local/apache/conf/ssl.crt/ecert ev ssl ca 3-17 pem.crt
/usr/local/apache/conf/ssl.crt/root ca 3 x gsca r3 pem.crt

3] Apache fAl#SHIIEF 445 H 3 (11: /usr/local/apache/conf/ssl.crt/)
W, ARG T IR F N LR 482 HilE — 00 5 vh 4R E 45 A58 SGIE 45 HHE
P EERY 2 (hkpostca.crt) .

4.
a) %3P 4kEH “Hongkong Post e-Cert SSL CA 3 - 177 25 K& ¥ B FiF
B (RS -

cat ecert ssl ca 3-17 pem.crt root ca 3 x gsca r3 pem.crt >
hkpostca.crt

b) % A 4KIE TS “Hongkong Post e-Cert EV SSL CA 3 - 177 25k [ ZE{H
WIERFIEH (RS -

cat ecert ev ssl ca 3-17 pem.crt root ca 3 x gsca r3 pem.crt >
hkpostca.crt

FH SC o 4k 55 3% T JF ApacheSSL 425 1 52 B4 %( 1 40

/usr/local/apache/conf/ssl.conf).

A
-
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4. FHER SSL VirtualHost [XH, XJ5 - MEMA RS X BN BB BL T i
o WIRBENFAE, FHHEATIN L.

<VirtualHost *:443>

# R

SSLCertificateKeyFile /usr/local/apache/conf/ssl.key/myserver.key

# AUEIEEBUE IR (Rl

ertificateFile /usr/local/apache/conf/ssl.crt/cert0000812104.cer
# AU SO YRR 5

.crt

</VirtualHost>

5. EAFAREE KBTS A o

6. THRRFTHMALL MR EHE 3R Apache fa] s

apachectl stop

apachectl start

A
-
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